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Presentation contents

» « Description of online banking transaction authorization schemes
— Used by banks: About What You See Is What You Sign
— Our (previous) proposal: About What You Enter Is What You Sign

* Our current proposal: a Message Code to transfer critical
transaction information

* Discussion and limitations

* Questions
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What You See Is What You Sign

« An authorization scheme that allows users to securely verify
information received earlier by banks

ool oNG

@‘ T e®

@ Critical transaction information (insecure)

@ @ Critical transaction information and confirmation code (secure)

@ @ Confirmation code (one-time password, So secure)
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What You See Is What You Sign

« An authorization scheme that allows users to securely verify
information received earlier by banks

D: 123456789, S: € 500

A

D: 123456789, S: € 500
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What You See Is What You Sign

« An authorization scheme that allows users to securely verify
information received earlier by banks

1 D: 123456789, S: € 500

é Implies unintended change
. (an attack) between steps 1 and 2.

] D: 987654321, S: € 500
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What You See Is What You Sign
How secure is It?

An authorization scheme that allows users to securely verify
information received earlier by banks

® O @ 6.

@\g —— ol

21% of attacks against the user’s ability to recognize significantly
changed account numbers succeed (AlZomai et al., 2008)

From a usability perspective, this is not usable. Therefore, it is not
secure at all!

Slide 7 User-friendly Manual Transfer of Authenticated

Open Universiteit
Online Banking Transaction Data www.ou.nl

.



Slide 8 : : T
User-friendly Manual Transfer of Authenticated | y. meer informatie over Rabo

Online Banking Transaction Data " ga naar rabobank.nl/




Introducing What You Enter Is What You Sign

« The natural way to use a system should be the secure way (Yee,
2002), so this is not secure:

Decision 1 Decision 2

« A user expresses his or her desire to create a transaction by
entering information in a system (the natural way):

Decision 1
@ ‘
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The initial proposal for
What You Enter Is What You Sign

oYl el

@ Critical transaction information (entry)

@ @ Critical transaction information (secured by signature)
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The initial proposal for
What You Enter Is What You Sign

S8 e, o

N

« Some limitations. The biggest one: connectivity

 We proposed keyboard emulation

— USB: not all devices have USB connectivity, and those which do can have
different physical connectors (USB A, micro-USB (OTG), USB Type C...) o -.C

— Bluetooth: not all devices have Bluetooth, needs initial pairing (not user-
friendly) and an active radio (battery drain) when used
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Presentation contents

« Description of online banking transaction authorization schemes
— Used by banks: About What You See Is What You Sign
— Our (previous) proposal: About What You Enter Is What You Sign

» * Our current proposal: a Message Code to transfer critical
transaction information

* Discussion and limitations

* Questions
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Our new proposal from our paper

A
s>y

@ Critical transaction information

@ @ @ Message Code (secured by embedded signature)

 Message code contains critical transaction information and a
cryptographic signature

« Similar to entering a one-time password or a response in challenge-
response authentication: does not require deep cognitive skills

 No electronic connection: reduced attack surface
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Creating a Message Code — Requirements

e Security requirements
— Provide authenticity
— Provide integrity

— Confidentiality is not important

» Usability requirements
— Easytoread (no O and 0)
— Easyentry(no ~1@#3%"&*()-=_+[]{}\|;’:7,.<>17?)

— As short as possible
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Creating a Message Code — Process

User-side :
trusted :
environment :

Slide 15

Create message

.

Compress

v

Sign

v

Encode

v

Message Code

> Transfer

Read message
4
Decompress
4
Verify
4
Decode

4
Message Code
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Creating a Message Code — Message

: Create message Read message
Ssssnsasunsuns v .................................. A ............
« Message Code should be as short as Compress Decompress
possible, so only critical information —~ —~
Sign Verify
7 A
_ _ Encode Decode
» Destination bank account number v A
. M Cod M Cod
— In the Netherlands, so an IBAN string oosa o oSl o

— Transfer J

— Example: NL76 SIMB 0759 5958 79

« Amount
— Currency and decimal value
— Example: € 123456.78
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Creating a Message Code — Compression

Create message Read message
 Shorter message = Shorter Message Code SETIIIIIII N e iiiiiiiennneeeeiiaieeeeenneees y T :
_ _ Compress Decompress |
* Assumption: only domestic transfers e e ees e ST
Sign Verify
v A
e Dutch IBAN Encode Decode
v A
— Original (string): NL76 SIMB 0759 5958 79 Message Code Message Code
— Compressed (integer): 759595879
P ( ger) —> Transfer J

«  Amount
— Original (currency and decimal number) : € 123456.78
— Compressed (integer): 12345678

Raw data: “759595879 12345678"
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Creating a Message Code — Signing

Secures authenticity and integrity

We picked a very simple implementation,
usinga MAC: mac =H(k|n|m)

H — SHA-3 (Keccak) hash function

k — randomly generated secret key

Create message

Read message

\ Z

A

Compress

Decompress

Encode

Decode

v

Message Code

A

Message Code

— Transfer J

n — nonce (must be predictable by bank, since it will not be part of the Message Code)

m — message

Example data, where k = 0x00, Ox01... OxFF and n = 0x00 0x00 0x00 0x01
and m = 759595879 (30 bits) concatenated with 12345678 (27 bits)

mac = 0x77 0x64 OxCE (23 bits)
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Creating a Message Code — Encoding

« Convert raw data to human readable

and writable text, using Z-Base 32

Value Symbol

0

fn I o T o » B Y O o O

¥
1]

n

g

9

10
11
12
13
14
15

2-base-32 alphabet

Value  Symbol

B
J
k

18
17
18
18
20
21
22
23

]
t
1

Value Symbol

Value Symbol
24 a
29 &
26 4
27 &
28 g
29 7
30 B
31 =]

Create message

Read message

\ Z

A

Compress

Decompress

Decode

Message Code

............ A,

Compressed message

Message Code

— Transfer J

Account number (30 bits): 759595879

Amount (27 bits): 12345678

MAC (23 bits):0x7764ce

Binary|10110
Decimal 22
Z—-Base32 S

10100
20
W

01101
13

P

00000
0

Yy

11011
27
5

00111
7
8

0001011110
2 30
n 6

00110
6

g

00010
2
n

10011
19
u

10111
23

01110
14

11001]00110J01110
25 6 14

3 g q
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Transfer the Message Code

Create message Read message
. _ v A
* Resultlng code: Compress Decompress
R Z A
swpy-58n6-gnuz-q3
24 g 9599 Sign Verify
R Z A
_ _ _ Encode Decode
e Possible |mp|ementat|0n P e L ST I T T PP rrrrrres A
. . M Cod M Cod
— User enters text in their computer eesage -ote es°age ~ode

— Transfer J
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Transfer the Message Code

Create message Read message
. _ v A
Resultlng code: Compress Decompress
v A
swpy-58n6-gnuz-q3
Py 9 994 Sign Verify
v A
_ _ _ Encode Decode
Possible |mp|ementat|on S T LTI A
. . . M Cod M Cod
— Alternative for mobile banking: oosa o eesage ~ote

the code is shown as a QR code

NL76 SIMB 0759 5958 79 a0
E €123456.78
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Discussion and limitations

« What You Enter Is What You Sign is only applicable when users
provide transaction information.

« The signature length is short (only 23 bits in this example), but
brute force attempts can be limited since only the bank is capable
of determining whether a signature is valid. Too many attempts in
a short period of time can result in an account lockdown.

« Alimitation (that also applies to What You See Is What You Sign)
Is the confirmation a bank sends to the user after a transaction is
successfully processed. An attacker can change this to a
message that indicates a failure in the hope that the user will redo
the same transaction again.
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Questions?
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Thank you for your attention!
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